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[0260] Further to this point, although the embodiments
described herein often utilize credit report information as an
example of sensitive information; the embodiments
described herein are not limited to such examples. Instead,
the embodiments described herein may be implemented in
any suitable environment in which it is desirable to identify
and control specific type of information. As part of imple-
menting the automotive claims process, vehicle loss history,
and the lifecycle of a Vehicle Identification Number, a
financial institution may be a part of the process. For
example, the aforementioned embodiments may be imple-
mented by the financial institution to identify and contain
bank account statements, brokerage account statements, tax
documents, etc. To provide another example, the aforemen-
tioned embodiments may be implemented by a lender to not
only identify, re-route, and quarantine credit report infor-
mation, but to apply similar techniques to prevent the
dissemination of loan application documents that are pref-
erably delivered to a client for signature in accordance with
a more secure means (e.g., via a secure login to a web server)
than via email.

[0261] With the foregoing, a user may be an insurance
customer who may opt-in to rewards, insurance discount, or
other type of program. After the insurance customer pro-
vides their affirmative consent, an insurance provider remote
server may collect data from the customer’s mobile device,
smart home controller, smart or autonomous vehicle, or
other smart devices—such as with the customer’s permis-
sion or affirmative consent. The data collected may be
related to smart or autonomous vehicle functionality, smart
home functionality (or home occupant preferences or pref-
erence profiles), smart or autonomous vehicle functionality,
and/or insured assets before (and/or after) an insurance-
related event, including those events discussed elsewhere
herein. In return, risk averse insureds, vehicle owners, home
owners, or home, apartment, or vehicle occupants may
receive discounts or insurance cost savings related to home,
renters, personal articles, auto, mobile, and other types of
insurance from the insurance provider.

[0262] In one aspect, smart or autonomous vehicle data,
smart or interconnected home data, and/or other data,
including the types of data discussed elsewhere herein, may
be collected or received by an insurance provider remote
server, such as via direct or indirect wireless communication
or data transmission from a smart or autonomous vehicle,
smart home controller, mobile device, or other customer
computing device, after a customer affirmatively consents or
otherwise opts-in to an insurance discount, reward, or other
program. The insurance provider may then analyze the data
received with the customer’s permission to provide benefits
to the customer. As a result, risk averse customers may
receive insurance discounts or other insurance cost savings
based upon data that reflects low risk behavior and/or
technology that mitigates or prevents risk to (i) insured
assets, such as homes, personal belongings, or vehicles,
and/or (i1) home, apartment, or vehicle occupants.

[0263] Furthermore, although the present disclosure sets
forth a detailed description of numerous different embodi-
ments, it should be understood that the legal scope of the
description is defined by the words of the claims set forth at
the end of this patent and equivalents. The detailed descrip-
tion is to be construed as exemplary only and does not
describe every possible embodiment since describing every
possible embodiment would be impractical. Numerous alter-
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native embodiments may be implemented, using either
current technology or technology developed after the filing
date of this patent, which would still fall within the scope of
the claims. Although the following text sets forth a detailed
description of numerous different embodiments, it should be
understood that the legal scope of the description is defined
by the words of the claims set forth at the end of this patent
and equivalents. The detailed description is to be construed
as exemplary only and does not describe every possible
embodiment since describing every possible embodiment
would be impractical. Numerous alternative embodiments
may be implemented, using either current technology or
technology developed after the filing date of this patent,
which would still fall within the scope of the claims.
[0264] Throughout this specification, plural instances may
implement components, operations, or structures described
as a single instance. Although individual operations of one
or more methods are illustrated and described as separate
operations, one or more of the individual operations may be
performed concurrently, and nothing requires that the opera-
tions be performed in the order illustrated. Structures and
functionality presented as separate components in example
configurations may be implemented as a combined structure
or component. Similarly, structures and functionality pre-
sented as a single component may be implemented as
separate components. These and other variations, modifica-
tions, additions, and improvements fall within the scope of
the subject matter herein.

[0265] Additionally, certain embodiments are described
herein as including logic or a number of routines, subrou-
tines, applications, or instructions. These may constitute
either software (e.g., code embodied on a machine-readable
medium or in a transmission signal) or hardware. In hard-
ware, the routines, etc., are tangible units capable of per-
forming certain operations and may be configured or
arranged in a certain manner. In exemplary embodiments,
one or more computer systems (e.g., a standalone, client or
server computer system) or one or more hardware modules
of a computer system (e.g., a processor or a group of
processors) may be configured by software (e.g., an appli-
cation or application portion) as a hardware module that
operates to perform certain operations as described herein.
[0266] In various embodiments, a hardware module may
be implemented mechanically or electronically. For
example, a hardware module may comprise dedicated cir-
cuitry or logic that is permanently configured (e.g., as a
special-purpose processor, such as a field programmable
gate array (FPGA) or an application-specific integrated
circuit (ASIC)) to perform certain operations. A hardware
module may also comprise programmable logic or circuitry
(e.g., as encompassed within a general-purpose processor or
other programmable processor) that is temporarily config-
ured by software to perform certain operations. It will be
appreciated that the decision to implement a hardware
module mechanically, in dedicated and permanently config-
ured circuitry, or in temporarily configured circuitry (e.g.,
configured by software) may be driven by cost and time
considerations.

[0267] Accordingly, the term “hardware module” should
be understood to encompass a tangible entity, be that an
entity that is physically constructed, permanently configured
(e.g., hardwired), or temporarily configured (e.g., pro-
grammed) to operate in a certain manner or to perform
certain operations described herein. Considering embodi-



